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ABSTRACT

Recently,usersandnewsfollowersacrosswebsitesfacemanyfabricatedimages.Moreover,itgoes
farbeyondthattothepointofdefamingorimprisoningaperson.Hence,imageauthenticationhas
becomeasignificantissue.Oneofthemostcommontamperingtechniquesiscopy-move.Keypoint-
basedmethodsareconsideredasaneffectivemethodfordetectingcopy-moveforgeries. Insuch
methods,thefeatureextractionprocessisfollowedbyapplyingaclusteringtechniquetogroupspatially
closekeypoints.Mostclusteringtechniqueshighlydependontheexistenceofaspecificthreshold
toterminatetheclustering.Determinationofthemostsuitablethresholdrequiresahugeamountof
experiments.Inthisarticle,acopy-moveforgerydetectionmethodisproposed.Theproposedmethod
isbasedonautomaticestimationoftheclusteringthreshold.Thecutoffthresholdofhierarchical
clusteringisestimatedautomaticallybasedonclusteringevaluationmeasures.Experimentalresults
testedonvariousdatasetsshowthattheproposedmethodoutperformsotherrelevantstate-of-the-art
methods.

KEywoRDS
Clustering Evaluation Measures, Copy-Move Detection, Image Forensics, Keypoint-Based Methods, Multiple-
Copied Matching

1. INTRoDUCTIoN

Digitalimagesareeverywhere,andtheyhavethepowertodoinfinitelymorethanadocument.Inthe
latterhalfofthelasttwodecades,theinternet,mobiletechnology,andobsessionofsocialmediahave
highlyaffectedandchangedpeople’slives(Katta&Patro,2017;Mahajanetal.,2018;Muliawatet
al.,2019).Recently,thereisarapidincreaseinimagesshowinginthemediaasinsocialmediaand
televisionthatdon’tseemtobeallastheyappear.Authenticityofdigitalimagesisacriticalissue.
Daybyday,itbecomeseasyforanyonetomanipulateimagesevenwithoutleavinganyvisibleclues.
WideavailabilityofpowerfulimageprocessingsoftwarelikePhotoshopandGimpmakesitmore
challengingfordigitalimageauthentication.

Digitalimageforensicsisthescienceofdetectingtamperedregionsinimages.Identifyingthe
authenticityofdigitalimagesisveryimportantindigitalforensics.Thepurposeofdigitalimage
manipulationistoconcealorhideinformationforseveralintentionsthereforechangetheirmeaning.
Manyareashavebeenaffectedbydigitalforensics.Theimpactofimagemanipulationinmedia,
journalism,digitalcinema,newsandinpoliticstomisleadthepublicopinion.Itcouldalsobeusedin
lawformiscarryingjustice.Manipulatedimagesalsohavebeenfoundinacademicpapers.Inasurvey
byTijdink(Tijdinketal.,2014),inthepastthreeyears,15%ofoffendersareinvolvedinscientific
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misconductsuchasfabricating,refutationormanipulatingdata.Astudyby(Farid,2006)reported
thatintheJournalofCellBiologyabout20%ofadmittedmanuscriptshaveatleastonefigurethat
mustberestoredduetounsuitableimagemanipulation,andabout1%aredeceitfulfigures.These
consequencesmakeimageauthenticitieslesstrustful.

Rapidgrowthofforgedimagesandtheirinfluenceinmanyareashaveledtothedevelopment
oftamperingdetectiontechniques.Tamperingdetectiontechniquesfallundertwocategories:active
authenticationandpassiveauthenticationmethods(Al-Qershi&Khoo,2013)asshowninFigure
1.Activeauthenticationmethodsrequiresomepreprocessingondigitalimageslikewatermarking,
orsignatures.Digitalwatermarkingconcealsawatermarkintotheimageatthecapturingendand
extractsitattheauthenticationendtoexaminewhethertheimagehasbeentamperedwith(Al-Qershi
&Khoo,2013).Insertingthewatermarkeitheratthecapturingtimeoftheimageusingaspecially
equippedcameraorlaterbyanauthorizedpersonisthemaindrawbackofwatermarking(Qureshi&
Deriche,2015).Moreover,mostofthecamerastodayarenotequippedwithawatermarkembedding
technique.Inaddition,thesubsequentprocessingoftheoriginalimagecoulddegradetheimagevisual
quality.Moreover,digitalsignatureissimilartodigitalwatermarking.Attheimage-capturingend,
uniquefeaturesareextractedfromtheimageasasignature.Attheauthenticationanddetectionend,
thesignatureisregeneratedusingthesamemethodandtheauthenticityoftheimagecanbeidentified
andverifiedthroughcomparison.Digitalsignatureshavethesamedrawbacksofdigitalwatermarking.

Ontheotherhand,Passive(blind)authenticationmethodsauthenticateimageswhilenotrequiring
any previous information of it. It relies on the traces left on the image during manipulation by
variousprocessingoperations.Therefore,passiveauthenticationmethodsareconsideredasthemost
common(Linetal.,2018).Passivedetectiontechniquescanbeclassifiedtoforgery-typedependent
orforgery-typeindependent.Forgery-typeindependenttechniquesdetectforgeriesregardlessofthe
typeoftheforgery.Todetectgeneraltampering,theindependenttechniquesexploitthreediverse
typesofartifacts:tracesofre-sampling,compressionandinconsistencies(Redietal.,2011).The
forgery-typedependenttechniquesareusedforcertaintypesofforgeries.Copy-moveandsplicingare
examplesofforgery-typedependent(seeFigure1).Suchtechniquesdependoncopyingandpasting
imageregionseitherfromthesameimage(copy-move),orfromdifferentimages(splicing).Image
splicingiscreatedfromatleasttwodifferentimages(Sharma&Ghanekar,2019;Walia&Kumar,
2018).AnExampleofimagesplicingisshowninFigure2(d).

Copy-moveorcloningisatechniqueofcopyingaregionandpastingitinthesameimage.It
containsatleasttworegionsalike(seeFigure2(b)).Sincetheduplicatedregionsarefromthesame
image,theyinheritthesamebasicimagepropertiessuchascolorpalette,illuminationconditionsand
noise.Copy-moveforgeryisthemostcommontypeusedforimagemanipulationduetoitssimplicity
andeffectiveness(Al-Qershi&Khoo,2013;Bakiahetal.,2016).Althoughthistechniqueiseasyto
implement,itishardtodetect.Ofteninpractice,forgeryisnotjustlimitedtocopyingandpastingthe
regions,someprocessingoperationsareappliedtotheseregions.Theseoperationscanbeclassified
tointermediateoperations(geometrictransformations)andpost-processingoperations.Intermediate
operationsareusedtoprovideaspatialsynchronizationandhomogeneitybetweenthecopiedregion
anditsneighbors(Al-Qershi&Khoo,2013;Bakiahetal.,2016).Examplesofintermediateoperations
arerotationandscaling.Post-processingoperationsareusedtoremovetracesleftfromforgeryandto
makeitunnoticeable.Additivenoise,JPEGcompressionandblurringareexamplesofpost-processing
operation (Liu et al., 2010). Since all those operations make detecting copy-move forgery more
challenging,numerousmethodshavebeenproposedforCopy-MoveForgeryDetection(CMFD).
Mostofthemcanbeclassifiedeitherintoblock-basedmethodsorkeypoint-basedmethods(Bakiahet
al.,2016).Inblock-basedmethods,theimageisdividedintooverlappingornon-overlappingblocks
offixedsize.Ontheotherhand,keypoint-basedmethodscalculatelocalinterestpoints(keypoints)
fromthewholeimagewithoutanysubdivisions.

Generally,CMFDtechniques followacommonpipelineasshown inFigure3 (Christleinet
al.,2012).Bothblock-basedandkeypoint-basedmethodsfollowthesamepipelinestepsexceptfor
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featureextraction.ThefirststageofCMFDpipelineispreprocessing.Itisanoptionalstageandit
dependsonthetechniqueused.Itaimstoimprovetheimagedataeitherbyenhancingtheimage
featuresorbyremovingsomeunwanteddistortion.ConvertingRGBimagetograyscaleisoneof
themostusedmethodsforpre-processing(Bakiahetal.,2016).Afterthisconversion,featuresare
extractedeitherfromthedividedblocksinblock-basedmethodsorforthekeypointsthentheyare
storedinafeaturevector.Inthematchingstage,eachfeaturevectoriscomparedwitheachotherto
findsimilaritieswithinthesameimage.Inthisstageoncethematchedblocksaredetected,copy-move
forgerymanipulationsaredetermined.Thematchingtechniqueuseddependsontheextractedfeatures
ofblock-basedorkeypoint-basedmethods.Inthefilteringprocess,outliersandfalsematchesare
removed.Finally,thecopy-moveforgerydetectionresultcanbevisualizedtolocalizethetampered
regionsintheforgedimage.Visualizationcanbefurtherrefinedbymorphologicaloperationsuchas
fillingtheholes.Thereisalwaysamotivationforpresentingacopy-movedetectiontechniquewith
efficientcomplexityandrobustnessagainstimageprocessingoperations.

The rest of the paper is structured as follows. Section 2 introduces related work. Section 3
explainsourproposedmethod.Theexperimentalresultsaregiveninsection4.Finally,section5
concludesthepaper.

2. RELATED woRK

Intheliterature,severaltechniquesinbothblock-basedandkeypoint-basedhavebeenintroducedfor
copy-moveforgerydetection.Amongtheblock-basedmethods,DiscreteCosineTransform(DCT)
isconsideredasthemostwidelyused.(Fridrichetal.,2003)suggestthefirstmethodfordetecting
copy-moveforgery;theyused256coefficientsofDCTasfeatures.Furtherimprovementsbasedon
DCThavebeenintroducedin(Caoetal.,2011b,2011a;Huetal.,2011;Junhong,2010).Although

Figure 1. Existing image forgery detection techniques
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block-basedmethodsare robust tonoiseandJPEGcompression, theyare sensitive togeometric
transformationslikerotationandscalingandoftenresultinsignificantfalsepositives.Moreover,they
havelargefeaturevectorsize.Itresultsinahighcomputationalcomplexity(Christleinetal.,2012).
Incontrast,keypoint-basedmethodsoutperformblock-basedmethods.Theymatchfeaturesofthe

Figure 2. Examples of blind forgery: (a) and (c) Original images; (b) Copy-move forged image; (d) Spliced forged image

Figure 3. Common processing pipeline for copy-move forgery detection
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imageinsteadofblocks.Hence,itresultsinlesscomputationalcomplexityandminimummemory
consumption(Dadaetal.,2016).

Ontheotherhand,keypoint-basedmethodsexhibitthemostaccurateandstableresultsinthe
presenceofgeometricaltransformations(e.g.scaling,rotation,andaffinetransformation).Scale-
InvariantFeatureTransform(SIFT)andSpeededUpRobustFeatures(SURF)aremostwidelyused
keypoint-basedmethods. (Amerinietal.,2011) introduceaSIFT-basedmethodinwhichfeature
vectorsareextractedbySIFT.Then,theyarematchedusinggeneralized2-nearestneighbor(g2NN)
algorithmfollowedbyagglomerativehierarchicalclustering.Althoughthismethodcandealwith
multiplecopy-moveforgery,itfailstolocalizecopymoveregionsaccurately.Inaddition,itisunable
toseparateduplicatedregionsthatarenearoneanother.Moreover,sometimesclusteringcouldbe
unacceptablebecauseitneedstosetanempiricalthresholdtostoptheprocess.

ShivakumarandBaboo(B.L.Shivakumar&Baboo,2011)usedHarrisdetectoraskeypoints
detectorwhileSIFTisusedasadescriptor.Thek-dimensionaltree(kd-tree)algorithmisutilized
formatchingkeypointsandfordetectingduplicatedregions.PanandLyu(Pan&Lyu,2010)present
anotherSIFT-baseddetectionalgorithm.ThedetectedSIFTkeypointsarematchedusingthebest-bin-
firstalgorithmfollowedbyRandomSampleConsensus(RANSAC)algorithmforgeometrictampering
estimation.However,quantitativeresultsonarealisticdatasetarenotofferedandcannotaccurately
detecttamperedregionsbecauseofthelackofcorrectmatchedpoints.Thismethodhasadeficient
performancewhendetectingsmallduplicateregions.In(Lietal.,2015),theypresentamethodbased
onSIFTandsegmentation.TheysuggesttheuseofEMalgorithmfortransformestimationrefinement
toreducefalsematches.However,theirmethodsuffersfromhighcomputationalcomplexity.Their
workistestedusingtwodatasetsandcannotdetectplaincopy-moveforgeryaccurately.Moreover,
theyidentifiedsomeunforgedimagesasforged.Yangetal.(Yangetal.,2017)presentamethod
basedonhybridfeatures.TheyusedinterestpointdetectorcalledKAZEcombinedwithSIFTfor
featureextraction.KAZEisaJapanesewordthatmeanswind.

Althoughkeypoint-basedmethods recordagoodperformance, they still suffer fromseveral
issuesthatcriticallyaffectthetamperingdetection.Mostpriormethodsempiricallyselectthresholds
anddonotconsideritsrelationshipwiththeimageandforgedregionsize.Furthermore,theycannot
detectenoughkeypointsinflatareas,whichresultinmanyfalsenegativesandinaccuratelocalization.
Generally,aneffectiveandefficientcopy-moveforgerydetectiontechniqueshouldberobusttoimage
processingoperation(i.e.intermediateandpost-processingoperations).Moreover,itshouldaccurately
localizetamperedregionsandattainlesscomputationalcomplexity.

3. PRoPoSED METHoD

Theproposedmethoddetectscopy-moveforgerybasedonSIFTfeaturesandagglomerativehierarchical
clustering.Theestimationofthresholdthatcaneffectivelyandefficientlyhandlethemostcommon
issuesrelatedtokeypoint-basedmethodsisdoneautomatically.Inourexperiment,CLAHEbasedon
Rayleighdistributionfunctionisapplied.Cliplimitandtilesizearesetto0.01and4×4respectively.
AsshowninFigure4,thewholedetectionprocessoftheproposedmethod.Inourdetectionscheme,
theimageisfirstpreprocessed.Then,featuresareextractedusingSIFT.DistinctiveSIFTkeypoints
arethenmatchedbetweeneachotherusingfastapproximatenearestneighbormethod.Afterthat,
hierarchicalclusteringisappliedonthematchedpoints.Finally,theimageisfiltered,andtampered
regionsarelocalized.Eachstepofthedetectionmethodwillbedescribedindetailinthefollowing
subsections: section3.1describes the imagepreprocessing, section3.2 introducesSIFT features
extraction,section3.2illustrateskeypointmatching,section3.3presentstheclusteringandforgery
detection,section3.4showstheprocessofestimatingaffinetransformationandfinallysection3.5
illustrateshowtamperedregionsarelocalized.
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3.1. Image Preprocessing by CLAHE
Asmentionedearlier,SIFTfeatureextractionalgorithmcannotdetectenoughkeypointsinflatareas.To
limitthisissue,inourwork,Contrast-LimitedAdaptiveHistogramEqualization(CLAHE)(Maetal.,
2017)isusedtoenhancethecontrastoftheimage.CLAHEislocallyadaptivecontrastenhancement
method.IncontrasttoglobalHE,CLAHEworkslocallyinsmallareascalledtilesasopposedtothe
entireimage.Eachtile’scontrastisimproved,sothattheprocessedhistogramregionapproximately
matchesthehistogramspecifiedbyadistributionfunction(e.g.uniform,Gaussian,orRayleigh).
BeforecomputingtheCumulativeDistributionFunction(CDF)inCLAHE,thehistogramisclipped
ataspecificvaluewhichlimitsthenoiseamplification.CLAHEdependsontwomainparameters:
Block(tile)SizeandClipLimit.Thequalityoftheimprovedimageiscontrolledmainlybythese
parameters.Rayleighdistributionisoneofthecommonlyusedhistogramclips,whichproducea
bell-shapedhistogram(Maetal.,2017).Rayleighdistributionfunctionisgivenby:

y i y
p imin( ) = + ( ) −
− ( )












2 1

1

1
2α ln  (1)

wherey
min

isthelowerboundofthepixelvalue,α isascalingparameterofRayleigh,and p i( ) is
cumulativeprobabilitywhichisprovidedtocreatetransferfunction.Ahighervalueofα willresult
inmoresignificantcontrastenhancementintheimage,increasingsaturationvalueandamplification
ofnoiselevels.

Figure 4. Framework of the proposed copy-move forgery detection method
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UsingCLAHEoffersmanyadvantages;easytoimplement;simplecalculation,anditprovides
goodresultsinimage’slocalareas.CLAHEcanlimitbrightnesssaturationthatusuallyresultsfrom
HEandresultsinlessnoise(Kumar&Sharma,2008).

ItworthnoticingthatapplyingCLAHEgenerallyonallimageswillnotalwaysresultinsatisfying
results.Some imageregionsmaybecomeoversaturatedordarkerwhichwillcriticallyaffect the
tampering detection results. Thus, CLAHE will only be applied on low contrast images. In our
experiment,CLAHEbasedonRayleighdistributionfunctionisapplied.Cliplimitandtilesizeare
setto0.01and4×4respectively.

3.2. SIFT Features Extraction and Description
TheproposedmethodisbasedonaneffectivekeypointdetectoranddescriptorcalledScaleInvariant
FeatureTransform(SIFT)(Lowe,2004).SIFTalgorithmextractsdistinctivefeatures(orlocalfeatures)
indigitalimagesthatareinvarianttoimagescalingandrotationandproviderobustnesstochangesin
illumination,distortion,noiseaddition,and3Dviewpoint(Lowe,2004).Itisappliedtotheinputimage
toextractSIFTdistinctivekeypointswhicharerepresentedwith128-dimensionalfeaturevector.As
describedin(Lowe,2004),thefollowingarethemajorstagesofSIFTalgorithmexplainedbriefly:

• Scale-space peak selection:Thegoalofthisstageistoidentifylocationsandscalesthatcanbe
frequentlyassignedunderdivergentviewsofthesameobject.Thatisdonebydetectingextrema
usingadifferenceofGaussianfunctionatdifferentscalesoftheimage;

• Keypoint localization:Someofkeypointcandidatesresultfromthepreviousstageareunstable
(i.e.theyliealonganedge,ortheyhavealowcontrast).Forthatadetailedmodelisfittothe
nearbydataforaccuratelocation,scale,andcontrast.So,unstablekeypointsarerejectedand
henceincreasetheefficiencyandtherobustnessofthealgorithm.Attheendofthisstageobtained
keypointsarestableandscaleinvariance.Formoredetails,see(Lowe,2004);

• Orientation assignment:Basedonlocalimageproperties,oneormoreorientationsareassigned
toeachkeypoint.Aroundeachkeypointgradientdirectionandmagnitudearecalculated.Thenthe
mostprominentgradientorientation(s)areidentifiedandassignedtothatregion.Now,keypoints
thatarerotationinvarianceareobtained;

• Keypoint descriptor: After assigning location, scale and orientation for each keypoint, a
descriptor is computed for the local image region based on a window around the detected
keypoint.Therefore,theoutputofthisstepisauniqueSIFTkeypointsthatarerepresentedwith
128-dimensionaldescriptorvectors.Keypointsdescriptorishighlydistinctiveanditisinvariant
toscaling,rotation,illuminationchangeand3Dviewpoint.

3.3. Keypoint Matching
Inacopy-moveforgery,keypointsextractedfromtheoriginalandduplicatedregionshavethesame
descriptorvectors.Therefore,matchingbetweenthemisappliedtoauthenticatecopy-moveforgeries
intheimage.Usuallymatchingbetweendetectedkeypointsisdoneusingg2NNasin(Amerinietal.,
2013;Dadaetal.,2016;Lietal.,2015;Mohamdian&Pouyan,2013).Anyway,itisknowntosuffer
fromhighcomplexitywhenidentifyingthesimilarityfrommanyhighdimensionalvectors.Inaddition,
itgiveslessaccurateresultsespeciallyinhighdimensionalspace.Moreover,lexicographicsorting
yieldshigherfalsenegativerate(Christleinetal.,2010).Toaddresstheseissues,FastApproximate
NearestNeighbor(FANN)methodintroducedbyMujaetal.(Muja&Lowe,2009)isused.Itisbased
onBest-Bin-First(BBF)searchwhichisavariantofaKD-treethatisusedforfindingapproximate
nearestneighborswithhighestprobabilityandlesstime.Intheworkintroducedin(Christleinetal.,
2010),ithasbeenshownthattheuseofKD-treematchinggenerallygivesabetterresultscompared
tolexicographicalsortingespeciallyinvery-high-dimensionalspace.TheideaofBBFistosearch
inbinsofkd-treeinorderofdistancefromthequeryusingapriorityqueue.Thedistancetoabin



International Journal of Sociotechnology and Knowledge Development
Volume 12 • Issue 1 • January-March 2020

8

(node)istheminimumdistancebetweenthequeryandanyotherpointonthebinboundary.Ateach
internalnodevisitedstorethepositionandthedistanceinthequeueinsteadofbacktracking,popthe
closestdistancefromthequeueandcontinuefromit(Lowe,2004).

Given a test image, a set of keypoints F f f
n

= …{ }1�
, ,  and its corresponding descriptor

D D D
n

= …{ }1
, , areextracted.Matchingoperation isperformedbetweenfeaturedescriptors to

identifythesimilaritybetweenthem.FeaturesdescriptorisusedtobuildtheKD-tree.AfterthatBBF
searchisappliedonthekd-treetofindtheNnearestneighborsofeachkeypoint f

i
fromallother

(n-1)keypointsoftheimage.NearestneighboriscomputedusingEuclideandistance.Letsorted
Euclideandistancewhichisknownassimilarityvectordenotedbyd d d d

n
= …{ }−� , , ,

1 2 1
.Assuggested

by(Lowe,2004),theratiobetweenthedistanceofclosestneighbortothedistanceofthesecond
closestneighboriscalculatedandthentheresultiscomparedtoapredefinedthresholdT(usually
rangefrom0.3to0.5)toreducefalsematches.Therefore,thekeypointismatchedonlyifthefollowing
constraintissatisfied:

d
d

T where T1
2

0 1< ( )�� , , �  (2)

Sincecopy-moveforgeriesmayhavesameimageareathatisclonedmultipletimes,itisnecessary
tohandlethiscase.FANNalgorithmcanmanagemultiplecopy-moveforgery.Attheendofthis
stage,allthematchedkeypointsarekeptandisolated,andonesarediscarded.

3.4. Clustering and Forgery Detection
Inorder to identifypossible forgedregionsandgroupspatiallyclosedkeypoints,Agglomerative
HierarchicalClustering(AHC)(Hastieetal.,2003)isappliedonspatiallocationsofmatchedfeature
pairs.AHCisabottom-upclusteringmethod.Hierarchicalclusteringcreatesahierarchyofclusters
whereclustershavesub-clusters,whichinturnhavesub-clusters,etc.Itstartswitheachkeypointin
itsownsingletoncluster.Pair-wisedistancesbetweenclustersarethenevaluated.Itagglomerates
(merges)theclosestpairofclusterswithshortestdistance.Thisprocessisrepeateduntilallclusters
havebeenmergedintoasingleclusterthatcontainsallkeypoints.AHCcanbevisualizedusinga
tree-likediagramcalledadendrogram.Itshowstheprogressivegroupingofthekeypoints.Itisthen
possibletodeterminewhatsuitablenumberofclustersis.Generally,mergingofthekeypointsis
determinedbytwocriteria:thelinkagemethodandthecutoffthresholdusedtostopclustering.Cutoff
thresholdplaysakeyroleinforgerydetectionanditcriticallyaffectstheresults.Often,theproblem
ofcuttingoffadendrogramhasbeenadifficultissueinhierarchicalclusteringresearches(Abeetal.,
2017).Usually,settingcutoffthresholdrequiresmanyexperimentsandoptimizationasin(Amerini
etal.,2011).Moreover,determiningcutoffthresholdissotrickybecauseofdifferentsizeofimages
anddifferentsizeofforgedregions.Tohandlethisissue,theproposedmethodusesdynamiccutoff,
whichautomaticallyterminatestheclusteringprocessonceoptimalnumberofclustersareobtained.
Itestimatesoptimalnumberofclustersbasedoninternalclustervaliditymeasures.Generally,cluster
validationisusedtoverifythatanyfoundclusterisreallyindataratherthanbeingproducedfrom
algorithmsartifacts(Everittetal.,2011).Clustervalidationcanbedividedintotwomainmethods:
Internal and external (Halkidi et al., 2002). Internal methods measure cluster quality based on
inter-clusterseparationandintra-clustercompactness(cohesion).Inourwork,twocommonlyused
internalmethodsforAHCareintroduced:gapstatistics(Tibshirani,2001)andsilhouettewidth(Gan,
2007).Theproposedmethodiscomparedusinggapstatisticandsilhouettewidth(seesections4.3
and4.4foradetaileddescriptionofsuchexperiment).Mathematicaldetailsforbothgapstatistic
andsilhouettecoefficientaregiveninsection3.4.1and3.4.2respectively.Forthelinkagemethod,
the“Ward”linkageisusedintheproposedmethodasitgivesthebestresults(Amerinietal.,2011).
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Ward’smethodsupposesthataclusterisrepresentedbyitscentroid.TheincreaseofSumofSquares
Error(SSE)thatresultsfrommergingtwoclustersisusedbyWardmethodtomeasuretheproximity
betweentwoclusters.SumofsquaresinAHCstartsatzero(everypointisinitsownsingletoncluster)
andgrowsasmergingtheclusters.Ward’smethodattemptstominimizeSSEdistancesofpointsfrom
theirclustercentroidstokeepthisgrowthassmallaspossible.

Giventwoclusters,AandB,thedistancebetweenthemgivenby(Amerinietal.,2011):

∆ ( ) = ( )− ( )+ ( )



dist

A B SSE AB SSE A SSE B,  (3)

where:

SSE A x x
i

n

Ai A

A

( ) = −
=
∑

1

2
� �  (4)

where∆ iscalledthemergingcostofcombiningtheclustersAandB,n
A

isnumberofpointsin
clusterA,x

Ai
indicatestheithpointinclusterA,andx

A
isthecentroid.

3.4.1. Gap Statistic
Thegapstatistic(Tibshiranietal.,2001)isusedtoestimatetheoptimalnumberofclusters.Theidea
isthatfordifferentvaluesofkclusters,thechangesofthetotalwithinintra-clusterarecompared
withitsexpectationunderanullhypothesis(i.e.adistributionwithnoclustering).Valueofkthat
maximizesthegapstatisticrepresentstheestimationoftheoptimalnumberofclusters.Thismeans
thatthestructureofclusteringismuchfarfromtherandomuniformdistributionofpoints.There
aretwochoicesofreferencedistributioneitherbasedonuniformdistributionorbasedonprincipal
componentanalysis(moredetailsin(Tibshiranietal.,2001).Forsimplicity,intheproposedmethod,
uniformreferencedistributionisused.Thefollowingarehowgapstatisticsworkbriefly:

1. ClusterthedataintokclusterswithC C C C
r k
= …{ }1 2

, , ., denotingtheindicesofdataincluster
r;

Computethepairwisedistanceforallpointsinclusterrsuchthat:

D d
r

i i C
ii

r

=
′∈
∑�
,

’�  (5)

Computethetotalwithinintra-clustersuchthat:

w
n
D

k
r

k

r
r

=
=
∑

1

1

2�
�  (6)

4. Breferencedatasetsaregeneratedbasedonareferencedistributionmethod.Theneveryofthose
referencedatasetsisclusteredintokclusters;

5. Thecorresponding totalwithin intra-clustervariationW b B k K
kb
* , , , ., , , , ,= … = …1 2 1 2  is

computed;
Theestimatedgapstatisticiscomputed:
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Gap k
B

W w
b

B

kb k( ) = ( )− ( )
=
∑
1

1

� � *log log  (7)

Computethestandarddeviationsd
k

anddefinethestandarderrors
k

:

sd
B
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b
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1
1  (9)

where:

l
B

W
b

kb
=








 ( )∑
1

log *  (10)

8. Finally,thesmallestvalueofkisselectedastheoptimaltheoptimalnumberofclusters k  � in
whichthegapstatisticiswithinonestandarddeviationofthegapatk+1:

k smallest k such that Gap k Gap k s
k

�= ( ) ≥ +( )− +   , 1
1


3.4.2. Silhouette Width
TheSilhouettewidth(Gan,2007)canbeusedtorepresentthecompactnessandseparationofclusters.
Itmeasurestheclosenessbetweeneverypointinoneclustertothepointswithintheneighboring
clusters.Fordifferentvaluesofk,theaverageSilhouetteofobservationsiscomputed.Suchthat,the
onethatmaximizestheaverageSilhouetteoverallpotentialkvaluesrepresenttheoptimalnumber
ofclustersk.Supposepointx

i
belongstoclusterk.First,lettheaveragedistancebetweenthispoint

andallothersinthesameclusterrepresentedbya
i
.Second,lettheaveragedistancebetweenthis

pointandthoseincluster l k≠ representedby d
li

.Lettheaveragedistancebetween x
i
andthe

nearestclusterofwhichitisnotamemberisdenotedby,b min d
i l l
= .Therefore,theSilhouettewidth

isgivenby:

s x
b ak

a bi
i i

i i

( ) = −




max ,
 (11)
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Largervalueofs x
i( ) meansthatx

i
liesbetterinitscluster.Entireclusteringstructureismeasured

by the average Silhouette of all data points (also called Silhouette Width Criterion SWC). Best
clusteringstructurecorrespondstomaximizedSWC.Itisgivenby:

SWC
N

s x
i

N

i
= ( )

=
∑

1

1

 (12)

3.5. Affine Transform Estimation
Preliminarily,weknowthatimageistamperedandwherethesourceregionandtarget(copy-moved)
region. Since copy-move regions undergo geometric distortions (such as scaling, rotation), the
relationship between tampered regions is estimated using affine transformation specified by a
transformationmatrixH.Giventhecoordinateoftwocorrespondingmatchedpointsfromaregion

anditsduplicateasX x y
T

= ( ), and � � �X x y T= ( , ) ,respectively.Thegeometricrelationshipbetween
thesetworegionsisexpressedas:

�X HX=  (13)
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wheretheparametersa
11

,a
12

,a
21

,a
22

,areassociatedwithscalingandrotation,while t
x

, t
y

are
associated with translation. Since affine transformation has six degrees of freedom (six matrix
parameters),thereisaneedforatleastthreematchedpairsnottobecollineartoobtaintheaffine
transformation.Givenasetofcorrespondences X X

n1
, ,…( ) and � �X X

n1
, .,…( ) ,thetransformation

matrixHcanbecomputedbymeansofminimizingthefollowingtotalerrorfunction:

i

n

i i
X HX

=
∑ −

1

2� � (15)

Mismatchedpointsoroutlierscansolelyaffect theestimatedhomographyH.Inthatcase,a
widelyusedmethodforrobustestimationcalledRandomSampleConsensus(RANSAC)(Fischler
&Bolles,1981)isemployedtoperformthepreviousestimationmoreaccurately.Thismethodisalso
adoptedbysomeotherCMFDtechniques(Amerinietal.,2011;Dadaetal.,2016).RANSACrandomly
selectsthreepairsofpointsormorefromthematchedpointsandestimatesthehomographymatrix
Hbyminimizingthetotalerrorfunctiongiveninequation(15).Then,accordingtoH,alltheremaining
pointsaretransformed.Afterthat,allpairsofmatchedpointsareclassifiedintoinliersoroutliers
dependingontheestimatedmatrixH.Apairofmatchedpointsconsideredasinlierif �X HX− ≤ β ,
otherwise, it is outlier. After N

i
 times of iteration, RANSAC returns the estimated transform
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parametersthatresultinthebiggestvarietyofinliers.Inourexperiment,β issetto3andN
i
isset

to1000.Finally,asetofaffinetransformations H H
n1

, ,…{ } areacquired.
EstimationofaffinetransformationisanimportantstageofCMFDscheme.Falselydetected

regions thatdonothaveasetofpointswithuniformtransformrelationship,willbe removed in
thisstage.Moreover,itenhancesthedetectionofcopy-moveforgerybyprovidingthemoredetails
abouttamperedimage.Inliterature,mostofrecentCMFDmethodschoosetoestimategeometric
transformations(Amerinietal.,2011;Shivakumar&Baboo,2011;Dadaetal.,2016;Hashmietal.,
2014;Lietal.,2015).

3.6. Tampered Regions Localization
Onceanimageisconsideredastampered,duplicatedregionscanbeaccuratelylocalized.Withthe
estimatedaffinetransformationH,identicalregionsarefoundbycomparingeachpixelintheimage
withitstransformationalcounterpart.Intheproposedmethod,alocalizationmethodisusedasin
(Yangetal.,2017).Localizingtamperedregionsisillustratedinthefollowingsteps:

1. AllpointsintheimagearetransformedforwardwiththematrixH andbackwardwiththeinverse
matrixH −1 letoriginalregionRo anditsrelatedtamperedregionRF thentherelationbetween
thesetworegionsintermsoftransformationmatrixis:

R HR R H RF o o F= = −,    1 

Tolocalizethetamperedregions,thesimilaritybetweentheoriginalimageIandtransformed
(warped)imageTismeasuredusingZeroMeanNormalizedCross-Correlation(ZNCC).Letpixel
intensitiesatlocationxdenotedas I x( ) andT x( ) ,then:

ZNCC x
I v I T v T

I v I T v T

Z
v x

v x

( ) =
( )−( ) ( )−( )

( )−( ) ( )−( )
∈ ( )

∈ ( )

∑

∑

Ω

Ω

2 2
, NNCC ∈ ( )0 1,  (16)

whereΩ x( ) a7×7pixelsneighboringareacenteredatlocation x . I v( ) andT v( ) arethepixels
intensitiesatlocation v . I andT aretheaveragepixelintensitiesofIandTcomputedatΩ x( ) .
LargervalueofZNCCindicateshighsimilarity.

2. Correlationmapisnowobtained,toreducenoise,Gaussianfilterofsize7pixelsisapplied.
Then,itisconvertedtobinaryimagewithathresholdvalue(th=0.55inourexperiments);

3. Finally,morphologicaloperationisappliedtofilltheholesinthebinaryimage.

4. EXPERIMENTAL RESULTS

Inthissection,theperformanceoftheproposeddetectionmethodisevaluated.Section4.1describes
thetestimagedatasetusedinourexperiments.Errormeasuresareintroducedinsection4.2.Resultson
MICC-F220andbenchmarkdatasetsareillustratedinsection4.3and4.4,respectively.Acomparison
oftheproposedmethodandotherrelatedmethodsisgiveninsection4.5.Insection4.6,therobustness
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oftheproposedmethodtoprocessingoperationsisshown.Finally,section4.7showstheabilityof
proposedmethod todetectmultiple copy-move forgeries.Allmeasurements areperformedona
desktopcomputerwithIntelCorei51.7GHzCPUand4GBRAMmemory,runningMatlabR2016b.

4.1. Test Image Dataset
Inourexperiments,twopubliclyavailabledatasetsareused.Botharethemostwidelyuseddatasets
byCMFDmethods(Bakiahetal.,2016).ThefirstdatasetisMICC-F220introducedbyAmerini
(Amerinietal.,2011).Ittotallyconsistsof220images:110areoriginalimagesand110aretampered.
Theimageresolutionrangesfrom722×480to800×600pixels.About1.2%oftheentireimageis
coveredbyaforgedregion.Theprocessingoperationinthisdatasetonlylimitedtotranslation,scaling
androtation.Thegroundtruthofthisdatasetisnotgiven.Theseconddatasetusedbenchmarkdataset
createdby(Christleinetal.,2012).Thisdatasetisconsistingof48basicimagesandtheirtransformed
images,suchasrotation,scaling,JPEGcompressionandadditivenoise.Parametersappliedoneach
attackisgiveninTable1.Imagesofthisdatasetarequitelarge,itsaveragesizeisabout3000×2300
pixels.About10%oftheentireimageiscoveredbyaforgedregion.Inthisdataset,theduplicated
regionsaremeaningful,whicharecategorizedaseither:rough(e.g.,rocks),smooth(e.g.,sky),or
structured(Christleinetal.,2012).Thisdatasetisprovidedwithagroundtruth.Table2illustrates
thedetailsabouteachdataset.

Inourexperiments,totally1756imageshavebeentested.Thereare220imagesfromMICC-F220
dataset.FromBenchmarkingdataset: (1) 48original images, (2)Plain copy-move: 48 tampered
imageswithoutanyprocessingoperationsapplied.(3)Rotation:theduplicatedregionsarerotated
byanglevaryingfrom2°to10°withsteplength2°.Thismeansthattherearetotally48×5=240
images.(4)Scaling: theduplicatedregionsarerescaledwithratiobetween91%and109%of its

Table 1. Setting of attacks parameters

Attacks Parameters

Rotation Angle(2°:2°:10°)

Scaling Ratio(0.91:0.02:1.09)

JPEGCompression QualityFactor(20:10:100)

Noiseaddition Deviation(0.02:0.02:0.1)

Table 2. Details about image datasets used

Dataset Image Size Total Images Processing Operations Ground 
Truth

MICC-F220 722×480to800
×600

Total:220 -Translation
-Rotation
-Scaling(symmetric,
asymmetric)
-Combinedtransformation

No

Original
110

Tampered
110

BenchmarkCMFD 420×300to
3888×2592

Original48 -Rotation
-Scaling
-JPEGCompression
-Noise
-Combinedtransformation

Yes

Tampered
-48(plainCMF)
-240(Rotated)
-480(Scaled)
-423(JPEG)
-240(Noise)
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originalsize,withsteplength2%.Thatresultsin48×10=480images.(5)JPEGCompression:
Theforgedimagesarecompressedwithqualityfactorsvaryingfrom20to100withsteplength20.
Inthiscase,thereare84×9=432images.(6)Noiseaddition:noiseisaddedtoduplicatedregions
withstandarddeviationvaryingfrom0.02to0.1withsteplength0.02.Therefore,totallythereare
240images.(7)MultipleCopies:foreachofthe48images,ablocksizeof64×64pixelsareselected
andrandomlycopiedfivetimes.

4.2. Error Measures
TotesttheperformanceofourCMFDmethod,wefollowtheapproachpresentedby(Christleinet
al.,2012).PerformanceofCMFDschemeisevaluatedattwolevels:(1)Imagelevel:theabilityto
determineiftheimagehasbeentamperedornot.(2)Pixellevel:theabilitytolocalizetampered
regionscorrectly.CommonlyusedevaluationmetricsinCMFDtocalculatetheaccuracyareTrue
PositiveRatio(TPR)andFalsePositiveRatio(FPR)seeTable3.ACMFDtechniqueisefficientif
itmaintainsahighTPRwhiletheFPRattheminimumlevel.ThecalculationforTPR(recall),FPR
andprecisiongivenas:

Precision =
+
TP

TP FP
� (17)

Recall =
+
TP

TP FN
 (18)

FPR =
+
FP

FP TN
 (19)

Intheproposedmethod,ifatleastoneaffinetransformationisestimatedbetweenforgedimage
regions,animageistakenintoaccountasforged.Inaddition,F1scoreisusedasanevaluationmetric
(Christleinetal.,2012),whichcombinesprecisionandrecallintoasinglevalue:

F
1
2= ⋅

⋅
+

precision recall

precision recall

�  (20)

Table 3. Evaluation measures description

Measures Description

TP(Truepositive) Correctlydetectedforgedimages

TN(TrueNegative) Correctlydetectedoriginalimages

FP(Falsepositive) Originalimagesfalselydetectedasforged

FN(FalseNegative) Falselymissedforgedimages
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Atpixellevel,thesameevaluationmetricsareusedwhereTPrepresentsnumberofpixelsthat
arecorrectlydetectedasforged,FPnumberofpixelsthatarefalselydetectedasforgedandFNshows
falselymissedforgedpixels.

4.3. Results on MICC-F220 Dataset
Itworthtonoticethat imagesizeandforgedregionsizeplayanimportantrolewhenevaluating
forgerydetectionmethod.Inthisdataset,imagesizesarenotsolarge.Asmentionedearlier,images
sizeisvaryingfrom722×480to800×600.Theforgedregionsaresmallcomparedtothewhole
image.Itwasfoundthatthesmallerthesizeoftheimageandtheforgedregionis,thelesserthe
numberoffeaturesandmatchedpointsarefound.Inourmatchingmethod,thethresholdvalueisset
to0.5thatyieldsthebestresults.Lowerthresholdvaluewillresultinsmallmatchedpointswhile
largervalueswillresultinhighfalsematches.Fortheclustervaliditymeasures,bothgapstatistics
andSilhouettewidthareapplied,andtheresultsarecompared.Thekvalue(clusterslist)isvarying
from1to7.LargerangeofkwillresultinlowTPRandhighFPRbecauseclustersizesdepend
highlyonnumberofmatchedpoints.SilhouettewidthproducesthebestresultsintermsofTPRand
FPRasillustratedinTable4.

4.4. Results on Benchmark Dataset
As previously mentioned, the image size of this dataset is relatively large. Its average size is
3000×2300.Largeimagesaremorechallenging,sinceanoverallhighernumberoffeaturevectors
exists,andthusthereisahigherprobabilityoffalsepositives.Inthiscase,thematchingthresholdis
setto0.4.Toavoidhighfalsepositives,thevalueofkissetfrom1to20.Theabilityoftheproposed
methodisexaminedindifferentcases:plaincopy-moveforgery,robustnesstoprocessingoperations:
rotation, scaling, JPEGcompressionandnoise additionand inmultiplepasted regions.Wealso
compareresultsusinggapstatisticsandSilhouettewidth.Inthisdataset,gapstatisticsrepresentthe
bestresults.Figure5showssomeexamplesoftamperedimagesdetectedbytheproposedmethod.
ThelocalizationdetectionresultsonthetestimageswithCMFregionsfusedinthebackgroundare
illustratedinFigure6.TheproposedmethoddetectsmostCMFregions.

4.5. Comparisons with other Relevant Methods
Toverify theperformanceof theproposedmethod,our results is comparedwithvarious recent
keypoint-basedmethods.AllcomparisonsaremadeusingMICC-F220datasetandthebenchmark
dataset.Themethodsusedforcomparisoninclude:panandLyu(Pan&Lyu,2010),Amerirniet.al
(Amerinietal.,2011),ShivakumarandBaboo(B.L.Shivakumar&Baboo,2011),Liet.al(Lietal.,
2015),Hashmiet.al(Hashmietal.,2014),andYangetal.(Yangetal.,2017).UsingMICC-F220
dataset,theproposedmethodiscomparedwithmethodsin(Amerinietal.,2011)and(Hashmietal.,
2014).Theproposedmethodandthemethodpresentedin(Amerinietal.,2011)achievebestTPR,
buttheproposedmethodachieveslessFPRasshowninTable5.Theprocessingtimeoftheproposed
method(perimage)onaverageabout0.43seconds,whereastheothertwomethodstakeabout4.94
and2secondsrespectively.Usingbenchmarkingdataset,theperformanceincaseofplaincopy-move
forgeryisevaluated.Insuchcase,48originalimagesand48forgedimagesareusedwithoutapplying
anyprocessingoperations.Inthiscase,theCMFDmethodsmustdifferentiatewhethertheimagehas

Table 4. TPR and FPR values on MICC-F220 with respect to cluster evaluation method

Method TPR FPR

Gapstatistics 95.45% 8.18%

Silhouettewidth 100% 6.36%
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beentamperedornot.Detectionresultsofplaincopy-moveforgeryareshowninTable6.Notethat
theproposedmethodandthemethodpresentedin(Lietal.,2015)obtainthebestresultsintermsof
recallrate,100%and97.72%,respectively.Forprecisionrate,theproposedmethodobtainsthebest
resultreachingto90.9%,followedbythemethodpresentedin(Hashmietal.,2014)of88.89%.In
addition to theprecisionand recall, theproposedmethodachieves thebest F

1
 scoreof95.23%

comparedtoothermethods.Inconclusion,theproposedmethodobtainsthebestresultsintermsof
recall,precisionandF

1
corecomparedtoothermethods.

4.6. Robustness to Processing operations
Theproposedmethodhasadditionallybeentestedintermsofdetectionperformancefromarobustness
pointofview;theimpactofrotation,scaling,JPEGcompressionandnoiseadditionusingbenchmark
dataset(Christleinetal.,2012):

1. Robustness to gaussian noise:Imageintensitiesbetween0and1arenormalizedandzero-mean
Gaussiannoisewithstandarddeviationsof0.02,0.04,0.06,0.08and0.10isadded.Itcanbe
noticedthatasstandarddeviationincreasedthefalsenegativesalsoincreasedandtruepositives
decreased.Inaddition,astandarddeviationof0.10leadstoobviouslyvisibleartifacts(Christlein
etal.,2012).Generally,theproposedmethodmaintainshighTPRasillustratedinTable7;

2. Robustness to JPEG compression artifacts:Thequalityfactorsvariedbetween100and20
withsteplength10.ThesameJPEGcompressionappliedto48forgeriesperqualitylevel.The
visualqualityoftheimageishighlyaffectedwhenthequalityfactorisverylow.Forreal-world
forgeries,qualitylevelsdownatleast70areconsideredasacceptableassumptions(Christlein
et al., 2012).TPR tends to slightly reducewhen imagequalitydecreases.Proposedmethod
maintainshighTPRasillustratedinTable7;

Figure 5. Examples of tampered images detected by proposed method
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Figure 6. Detection results on the images with copy-move forgery regions combined in the background. The first column represents 
the test images from benchmark dataset. The second column represents the ground truth of the copy-move forgery regions in 
these images. The third column shows the localization detection results of the proposed method.

Table 5. Detection results on MICC-F220 dataset and processing time (average, per image)

Method TPR (%) FPR (%) Time (s)

Amerirniet.al(2011) 100 8 4.94

Hashmiet.al(2014) 80 10 2

Proposed 100 6.36 0.43

Table 6. Detection results of the plain copy-move forgery on benchmark dataset

Methods Precision (%) Recall (%) F1

PanandLyu(2010) 80.49 68.75 74.15

Amerirniet.al(2011) 88.4 79.2 79.2

ShivakumarandBaboo
(2011)

77.27 70.83 73.90

Liet.al(2014) 70.17 83.33 76.19

Hashmiet.al(2014) 88.89 80 84.21

Yanget.al(2017) 78.33 97.92 87.04

Proposed 90.90 100 95.23
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3. Robustness to rotation and scaling:FlexibilityofCMFDalgorithmstoaffinetransformations,
likescalingandrotationisveryimportant.Theproposedmethodshowsstronginvarianceto
scalingandrotation.Performanceoftheproposedremainsrelativelystableacrossthewhole
scalingparametersanddifferentrotationangles.Proposedmethodresultsin100%TPRforboth
scalingandrotationseeTable7.

4.7. Detection of Multiple Copies
Intheproposedmethod,weaddressthedetectionofmultiplecopiesofthesameregion.Asmore
combinationsofmatchedregions,thechanceoffalsematchincreases.Table8illustratesthedetection
resultsofourproposedmethodofmultiplecopiesintermsofTPRusingdifferentthresholdvalues.
Generally,theperformancewilldecrease,mainlysincetherandomchoiceofsmallblockstypically
yieldsregionswithonlyafewmatchedkeypoints(Christleinetal.,2012).

5. CoNCLUSIoN

Detectingcopy-moveforgeryisachallengingtask.Dependenceofempiricalthresholdsinexisting
CMFD techniques is a critical issue. This paper proposes a CMFD method that automatically
determinestheoptimalnumberofclustersusinginternalclustervaliditymeasures.Themethoduses
GapStatisticandSilhouettewidthforautomaticcutoffthresholdinAHC.Theproposedmethodhas
beenevaluatedusingtwopubliclyavailabledatasetsMICC-F220andBenchmarkdataset.Experimental
resultsexhibitthattheproposedmethodyieldshigherprecisionandrecall,andlowerfalsenegative
valuescomparedtoalternativesimilarworkswithintheliterature.Italsoshowsrobustnessagainst
differentattackssuchasscaling,rotation,JPEGcompression,andadditivenoise.Futureworkcanbe
extendedtoworkonvideosandhandleothertypesofimageforgerylikeimagesplicing.
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Table 7. Robustness to processing operations

Attacks Total Number of 
Images Parameters TP Recall (%)

Rotation
(angle)

240
2°

48 100

4° 48

6° 48

8° 48

10° 48

Scaling
(ratio)

480 0.91 48 100

0.93 48

0.95 48

0.97 48

0.99 48

1.01 48

1.03 48

1.05 48

1.07 48

1.09 48

JPEG Compression
(qualityfactor)

432 20 45 98.61

30 47

40 46

50 48

60 48

70 48

80 48

90 48

100 48

Noise
(standarddeviation)

240 0.02 47 96.67

0.04 47

0.06 46

0.08 46

0.10 46
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Table 8. Results for multiple copy-move forgery

Threshold TPR (%)

0.4 93.75

0.5 95.83

0.6 97.92
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